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Executive Summary

In the US, tort law actions against providers of social
media, Artificial Intelligence (Al) chatbots, and
similar digital consumer offerings - alleging unsafe
designs that contribute to harms such as addiction,
depression, or even suicide — are gaining momentum.
Similar cases are likely to reach European courts,
raising the question whether liability can be based
on the implementations of the 2024 Product Liability
Directive (PLD)."! The answer depends on whether
these offerings fall within the PLD’s scope as, or in
connection with, software, which is now expressly
listed in the definition of products covered and which
includes any Al. In light of the emerging debate, ELI
highlights three potential routes for bringing such
consumer offerings within the scope of the PLD.

Three Possible Routes to Trigger Liability
Under the New PLD

Route No. 1: The Digital Offering Itself Qualifies
as’‘Software’ Made Available on the Market

At least some (if not all) of the digital offerings at issue
will qualify as software that was placed on the market
or put into service and therefore as products within
the meaning of Art 4(1) PLD. If they are defective and
cause harm, their manufacturer may be liable.

A key issue is drawing the line between software-as-
a-service (SaaS) on the one hand, which is covered
by the PLD (Recital 13 PLD), and a genuine service
on the other, which is not (Recital 17 PLD). Pending
a preliminary ruling by the Court of Justice of the
European Union (CJEU), ELI tentatively proposes that
the distinction should turn on whether the primary
analysis is that (a) the provider makes software
available as a tool for end users or (b) uses software
to deliver a service — which could include certain
outputs or functionalities of the software.

To determine who is primarily the user, ELI suggests
several criteria that should be taken into account.

According to these criteria, a defective companion
chatbot provided to consumers, for example, would
clearly qualify as a product.

Route No. 2: Software as a Product is Used for
Supplying the Digital Offering as a Service

Even when a digital offering placed on the market is
not itself software (including SaaS) and only qualifies
as a genuine service not covered by the PLD, its
provider will typically use various software tools in
the background (for example, a contentmoderation
algorithm). If those tools are defective, their
developers can be held liable under the conditions
set out in the PLD.

In the CJEU ruling in Veedfald?, a defective liquid was
produced by a hospital and subsequently used for
rendering a medical service to the victim in another
hospital but run by the same municipality. If one
extends this ruling to the present scenario, a service
provider that developed its own software for the
provision of the service (or had it produced within the
meaning of Art 4(10) PLD) can be held liable under the
PLD (subject to its conditions) as the manufacturer of
that software, even if the service provided with the
help of that software as such does not fall within the
scope of the PLD.

An obvious issue, which is for the CJEU to clarify, is
whether the Veedfald doctrine can be applied in
cases where the software is closely interwoven with
the genuine service, ie whether the software used
for providing the service can indeed be assessed
separately, or whether that would mean crossing the
line of structural distinction between product and
service.

Route No. 3: The Digital Offering is a Service
Related to Software as a Product

Finally, many digital offerings that must
predominantly be qualified as a service include

' Directive (EU) 2024/2853 of the European Parliament and of the Council of 23 October 2024 on liability for defective products and repealing Council
Directive 85/374/EEC, OJ L 2024/2853, 18.11.2024. In the following, references to the PLD will be to this new Directive unless otherwise indicated.
2 ECJ 10 May 2001, C-203/99, Veedfald v Arhus Amtskommune, ECLI:EU:C:2001:258.



core components that themselves, seen in isolation,
clearly qualify as software and thus as products. For
example, an app required, or at least recommended,
to access the service undoubtedly is a product within
the meaning of Art 4(1) PLD. The residual service
accessible through the app might, in some of these
cases, be characterised as a ‘related service’ to that
app within the meaning of Art 4(3) PLD and hence
as its component, which requires that it is ‘integrated
into, or inter-connected with, [the software] in such a
way that its absence would prevent the product from
performing one or more of its functions. Where the
related service — seen as a component of the app - is
defective and unsafe, and this defectiveness makes
the app as such defective and unsafe, harm caused
by such defectiveness of the app could be covered by
the PLD.

A key question ultimately for the CJEU is whether
such a characterisation may be too far-fetched, and
whether, in substance, it is really the software (such as
the app) that can be considered as the product that
caused the harm.

Further Requirements to Establish Liability
Under the New PLD

Determining whether a digital offering falls within the
scope of the PLD as or in connection with ‘software’
is one question; determining whether its use gives
rise to liability under the PLD is another, as the latter
requires additional requirements to be satisfied.

3 Cfinfrafn 10.
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In the first place, the harm originally caused must fall
within the enumerative list in Art 6 PLD - covering
harms such as death or personal injury, including
medically recognised damage to psychological
health, but not, eg, anxiety or negative feelings below
that threshold, and even less so damage resulting
from loss of opportunities in life. Neither can the PLD
be used to seek compensation for pure economic
loss such as a reduction of one’s financial assets, for
example due to flawed investment software.

Other requirements that can be difficult to establish
include the defectiveness of the software and
whether it caused the damage in question - the
latter being a potential hurdle in particular in cases
where the output of the software, including of any Al
system, only prompted a human to take a decision
that then led to the harm. This may trigger questions
of alternative causation or other challenges which
remain governed by the laws of the EU Member
States.

Finally, it is important to recall that the PLD is not
the only potential basis of liability, as Art 2(4)(b) PLD
expressly underlines.® Apart from contractual causes
of action, the tortious liability of service providers
may therefore also be based on negligence. This could
include, for example, liability for non-compliance
with obligations under the Artificial Intelligence
Act or under the Digital Services Act (DSA) - see,
for example, Art 54 DSA on compensation, and see
obligations such as Art 28 DSA on the protection of
minors.



I. Introduction and Background

l. Introduction and Background

1. Current Litigation in the US

In the US, tort litigation against the providers of social
media, Al chatbots and similar digital commodities
supplied to consumers —including minors —is gaining
momentum,* with thousands of lawsuits already
filed.> Few of them have been decided in last instance
yet, however. Also, many of the cases have been
settled in the meantime, which effectively prevents a
final say by the courts.

It should further be noted from the outset that
product liability theories differ from state to state, with
more or less deviation from the model underlying
the EU regime.® While most US states have adopted
strict product liability as described by Art 402A of the
Restatement (Second) on Torts, the 1998 Restatement

(Third) on Torts: Product Liability, which promotes a
stronger emphasis on negligence-based theories, has
not yet gained widespread acceptance.” Even though
both the second as well as the third Restatement
apply to‘tangible’ products,® courts no longer rule out
that software may also be considered a product.’

All lawsuits filed so far were based, inter alia, on both
strict as well as negligent product liability theories.'
Aninitial reluctance to allow such claims to go forward
in light of § 230(c)(1) CDA,"" which affords online
platforms (‘interactive computer services’) broad
immunity from state law liability by separating their
distribution of third-party content from the content
itself, may no longer be absolute, with some courts
increasingly arguing that the processing, filtering and
streamlining of third-party content by the platforms

=)

constitutes first-party speech of the latter itself and is

This is also true for the academic debate; see, eg, JG Browning, ‘Whose Bot Is It Anyway? Determining Liability for Al-Generated Content’ (2025) 45
Northern Illinois University Law Review 340, 359 ff; M Geistfeld, ‘Insurability and Liability for Al-Caused Harms' (2026) 32 Insurance Law Review 17; M
Herbosch, ‘Liability for Al Agents’ (2025) 26 North Carolina Journal of Law & Technology 391, 441 ff; M Lawrence et al, “Tort Liability for Failure to Age
Gate: A Promising Regulatory Response to Digital Public Health Hazards' (2025) 18 Journal of Tort Law 283; M Randazzo, ‘Reshaping the Framework
Around Liability for Social Media Companies: How Their Algorithms Can Lead to Products Liability Claims’ (2024) 53 Southwestern Law Review 184;
R Vangelos, ‘Chronically Online: Apportioning Liability in Social Media Litigation Based on User Engagement’ (2025) 93 Fordham Law Review 1893;
A Zakon, ‘Optimized for Addiction: Extending Product Liability Concepts to Defectively Designed Social Media Algorithms and Overcoming the
Communications Decency Act’(2020) 2020 Wisconsin Law Review 1107.

About 1,600 plaintiffs alone were joined in a multi-district litigation in the Northern District of California (In re: Social Media Adolescent Addiction/
Personal Injury Products Liability Litigation, Case No. 4:22-md-03047-YGR, https://cand.uscourts.gov/cases-e-filing/cases/422-md-03047-ygr/re-
social-media-adolescent-addictionpersonal-injury-products).

See, eg, the treatment of software as a product as summarised by Restatement (Third) of Torts: Prod. Liab. § 19 (1998) cmt d (pointing inter alia to the
treatment of software under the UCC).

See, eg, M Geistfeld, ‘Strict Products Liability 2.0: The Triumph of Judicial Reasoning over Mainstream Tort Theory’ (2021) 14 Journal of Tort Law 403,
404 ff.

Restatement (Third) of Torts: Prod. Liab. § 19(a) (1998):‘A product is tangible personal property distributed commercially for use or consumption ...
See, eg, 80 A.L.R.7th Art. 4 (2023) and A Lubin, ‘On Software Bugs and Legal Bugs: Product Liability in the Age of Code’(2025) 100 Indiana Law Journal
1891.

This has also often been the case in European jurisdictions so far, where already the 1985 PLD did not block alternative claims for compensation
based on fault-based tort or on contract theories; see, eg, the three rulings of the ECJ on 25 April 2002 in cases C-52/00 Commission v France,
ECLI:EU:C:2002:252; C-154/00 Commission v Greece, ECLI:EU:C:2002:254; and C-183/00 Gonzdlez Sdnchez v Medicina Asturiana SA, ECLI:EU:C:2002:255.
This is expressly confirmed by Art 2(4) of the 2024 PLD.

§ 230(c)(1) of the Communications Decency Act (CDA, 47 U.S.C.A. § 230) reads: ‘No provider or user of an interactive computer service shall be
treated as the publisher or speaker of any information provided by another information content provider’ Para 2 protects their ‘good faith’ methods
of policing such third-party content. See, eg, MP v Meta Platforms, Inc et al, 127 F.4th 516 (4th Cir. 2025), where the court refused to distinguish the
distribution of content as such (protected under § 230 CDA) from the algorithm filtering said content (whose defectiveness was at the core of the
claimant’s arguments). See also Doe v Grindr Inc et al, 128 F.4th 1148 (9th Cir. 2025). Similarly, the earlier lower court decision in Lama v Meta Platforms,
Inc et al, 732 F.Supp.3d 214 (N.D.N.Y. 2024) and the subsequent case of Doe (K.B.) v Backpage.com, LLC, 768 F.Supp.3d 1057 (N.D.Cal. 2025). Cf Force v
Facebook, Inc, 934 F.3d 53 (2nd Cir. 2019).

11



I. Introduction and Background

hence not protected under § 230(c)(1) CDA.™?

Most of the claimants in those US cases allege that
they themselves suffered harm such as addiction,
anxiety, loss of enjoyment of life, depression, physical
injuries, or that their family members were induced
to commit suicide. The product liability claims are
based on allegations of unsafe design or failure to
adequately warn of risks that materialised. Here are
some examples of such cases:

« In the widely reported Los Angeles County
Superior Court’s recent verdict in the K.G.M.
case,” a jury found Meta and YouTube' liable
for the defective and/or negligent design of the
platform and for failure to warn, affirming this
was a substantial factor in causing the claimant’s
harm.™

« In Raine v. OpenAl, filed with the San Francisco
Superior Court (also governed by California state
law),'® parents of a boy who committed suicide
claim that their son was coached into suicide
through ChatGPT.

« The ongoing litigation in Dowey et al v. Meta
Platforms in the Delaware Superior Court by
the parents of victims who committed suicide
after being sextorted on Instagram is based
on the alleged ‘foreseeable result of Meta’s
design decisions and repeated refusals to
implement affordable, available, and identified

safety features due to Meta’s prioritization
of engagement over user safety’’” Both the
strict liability and negligence theory of their
product liability claims also allege failure to
warn of such design defects and its potential
consequences.

Apart from legislation in some states which at least
partially requlates or impacts upon product liability
in those jurisdictions, there have been recent
initiatives also on the federal level to regulate Al
systems, including liability for their flaws.' It remains
to be seen whether any such projects will survive the
legislative pipeline.

Already in 2024, the American Law Institute (ALI)
launched a project on ‘Civil Liability for Artificial
Intelligence; and Preliminary Draft No 2, which also
deals with the divide between product and service
against the backdrop of ongoing US litigation and
which was discussed with Advisors in June 2026."

2. Viability of Such Claims Under the
Updated EU Product Liability Regime?

While this tort litigation is currently primarily ongoing
in the US, it is to be expected that similar cases will
also reach courts in Europe in the foreseeable future.

As far as liability for negligently causing personal
injury is concerned, no harmonised scheme at

~
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@
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N
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©

See, eg, Anderson v TikTok, Inc, 116 F.4th 180 (3rd Cir. 2024), but contra Patterson v Meta Platforms, Inc, 244 A.D.3d 29 (4th Div. 2025). See also, in
particular, In Re: Social Media Adolescent Addiction/Personal Injury Products Liability Litigation, 702 F.Supp.3d 809 (N.D.Cal. 2023). See further Doe 1 v
Twitter, Inc, 148 F.4th 635 (9th Cir. 2025), distinguishing Twitter’s role as mere publisher of third-party content (including its failure to remove posts
as well as its search features amplifying child-pornography posts), which the court saw protected under § 230 CDA, from its failure to comply with
federal law requiring the reporting of child pornography to the competent authorities upon notification as well as its failure to provide for an easy
mechanism for users to report it to TikTok, which was sustained as a valid design-defect claim not protected by the CDA immunity.

K.G.M. v Meta Platforms, Inc., et al (https://unicourt.com/case/ca-la23-casear4963fd3e29da-1055787). This bellwether case is part of the so-called
Social Media Judicial Council Coordinated Proceedings pending in the Superior Court of the State of California, County of Los Angeles, Central District,
JCCP 5255 (22STCV21355), combining more than 1,900 lawsuits.

Co-defendants TikTok and Snap settled the case before trial.

https://www.crowell.com/a/web/b3HgCKaRwDn5JSu1FVt4Vg/verdict-form-meta.pdf.
https://www.courthousenews.com/wp-content/uploads/2025/08/raine-vs-openai-et-al-complaint.pdf.

Complaint filed in Dowey et al v Meta et al (https://www.documentcloud.org/documents/26381447-dowey-and-maciejewski-complaint-v-meta/).
See, eg, the two bills pending in the Senate, the ‘Aligning Incentives for Leadership, Excellence, and Advancement in Development Act’ (Al LEAD
Act) proposed on 29 September 2025 (S. 2937), and the draft ‘The Republic Unifying Meritocratic Performance Advancing Machine intelligence by
Eliminating Regulatory Interstate Chaos Across American Industry Act’(TRUMP AMERICA Al Act), circulated 18 March 2026.
https://www.ali.org/project/principles-law-civil-liability-artificial-intelligence.
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EU level exists,®® and details may differ from
jurisdiction to jurisdiction.? While ELI, in Chapter llI
of its own proposal for a Revised Product Liability
Directive (see point 3 below), had suggested to
introduce a harmonised scheme of liability for non-
compliance with Union product safety and market
surveillance law, this suggestion was not taken up
by the European legislator.

However, the question arises whether liability of the
providers of social media, Al chatbots and similar
commodities could also be based on the new PLD.*
This in turn depends on whether these consumer
offerings, or elements within, can be brought
under the scope of the PLD as or in connection with
‘software’as a product, if so, whether such software
is defective, and if the further requirements of
liability under the PLD regime, including causation,
are fulfilled.

3. Relationship with Previous ELI Work on
Product Liability

In the run-up to the new PLD, ELI produced four key
documents on product liability, focusing on making
the 1985 Directive fit for the digital age and replacing
it with a new regime. These documents were partly
prepared and published at ELI's own initiative, partly
drafted as a response to Commission consultations.
ELI's work, much of which had already been shared
informally with EU institutions during its preparation,
has visibly inspired and informed the Commission’s
2022 proposal® as well as the final version of the
new PLD. The four documents prepared by ELI, in
chronological order, are the following:

I. Introduction and Background

« ELI Innovation Paper: Guiding Principles for
Updating the Product Liability Directive for the
Digital Age (early 2021)

+ ELI Response to the European Commission’s
Public Consultation on ‘Civil Liability — Adapting
Liability Rules to the Digital Age and Artificial
Intelligence’ (January 2022)

« ELI Draft of a Revised Product Liability Directive
(June 2022)

« ELlI Feedback on the European Commission’s
Proposal for a Revised Product Liability Directive
(January 2023)

The individuals working as authors or reporters on
the respective documents were not always identical.
However, the authors of this 15t Supplement were
significantly involved, in one function or the other, in
the preparation of most of the documents, which is
why they were approached by ELI to re-convene as a
working group and conduct supplemental work on
the scope of liability for defective software under the
new PLD.

20 A proposal to harmonise at least disclosure of evidence and burden of proof aspects of such claims, which was introduced together with the PLD
draft, was officially withdrawn last year: Proposal for a Directive of the European Parliament and of the Council on adapting non-contractual civil
liability rules to artificial intelligence (Al Liability Directive), COM(2022) 496 final; see the notice of the Withdrawal of Commission Proposals, OJ

C/2025/5423.

2

European Commission: Directorate-General for Justice and Consumers, Comparative law study on civil liability for artificial intelligence, Publications

Office of the European Union, 2021, https://data.europa.eu/doi/10.2838/77360.

2.

N}

ELI's analysis in this paper is confined to the question of whether the digital offerings under consideration are within the scope of the PLD. However,

even where such liability might be established, a producer might attempt to invoke the liability exclusion under the Digital Services Act, particularly
Art 6 DSA for hosting services. Whether such an attempt would succeed would, of course, depend on whether the producer’s role is purely that
of a passive intermediary. As discussed above, in most instances, the way in which information is handled by Al algorithms involves a degree of
active editorial control, which would in turn mean that the producer’s actions go beyond that of a mere hosting intermediary. Cf CJEU 12 July 2011,

C-324/09, L'Oréal v eBay, ECLI:EU:C:2011:474.
COM(2022) 495 final.

2.

g


https://europeanlawinstitute.eu/fileadmin/user_upload/p_eli/Publications/ELI_Guiding_Principles_for_Updating_the_PLD_for_the_Digital_Age.pdf
https://europeanlawinstitute.eu/fileadmin/user_upload/p_eli/Publications/ELI_Guiding_Principles_for_Updating_the_PLD_for_the_Digital_Age.pdf
https://europeanlawinstitute.eu/fileadmin/user_upload/p_eli/Publications/ELI_Guiding_Principles_for_Updating_the_PLD_for_the_Digital_Age.pdf
https://europeanlawinstitute.eu/fileadmin/user_upload/p_eli/Publications/ELI_European_Commission_s_Public_Consultation_on_Civil_Liability_Adapting_Liability_Rules_to_the_Digital_Age_and_Artificial_Intelligence.pdf
https://europeanlawinstitute.eu/fileadmin/user_upload/p_eli/Publications/ELI_European_Commission_s_Public_Consultation_on_Civil_Liability_Adapting_Liability_Rules_to_the_Digital_Age_and_Artificial_Intelligence.pdf
https://europeanlawinstitute.eu/fileadmin/user_upload/p_eli/Publications/ELI_European_Commission_s_Public_Consultation_on_Civil_Liability_Adapting_Liability_Rules_to_the_Digital_Age_and_Artificial_Intelligence.pdf
https://europeanlawinstitute.eu/fileadmin/user_upload/p_eli/Publications/ELI_European_Commission_s_Public_Consultation_on_Civil_Liability_Adapting_Liability_Rules_to_the_Digital_Age_and_Artificial_Intelligence.pdf
https://www.europeanlawinstitute.eu/fileadmin/user_upload/p_eli/Publications/ELI_Draft_of_a_Revised_Product_Liability_Directive.pdf
https://www.europeanlawinstitute.eu/fileadmin/user_upload/p_eli/Publications/ELI_Feedback_on_the_EC_Proposal_for_a_Revised_Product_Liability_Directive.pdf
https://www.europeanlawinstitute.eu/fileadmin/user_upload/p_eli/Publications/ELI_Feedback_on_the_EC_Proposal_for_a_Revised_Product_Liability_Directive.pdf

Il. The Concept of ‘Software’ in the New PLD

Il. The Concept of ‘Software’in the New PLD

1. How’Software’ May Fall Under the PLD

a. Software as a Product in its Own Right

The new PLD now expressly includes ‘digital
manufacturing files'and‘software’within the definition
of ‘product’ in its Art 4(1). The term ‘software’ is not
defined separately, which was a conscious choice by
the PLD drafters. In other directives, the EU has used
the terms ‘digital content’ and ‘digital service’® but
decided not to do so in the PLD. One can therefore
assume that ‘software’ is not equivalent to ‘digital
content’and/or ‘digital service, even though there will
be significant overlaps between these concepts. Some
guidance on what is meant by software is provided by
Recital 13 PLD, which expressly mentions ‘operating
systems, firmware, computer programs or Al systems’
as examples of software. Moreover, the Recital also
clarifies that it does not matter whether software
is integrated into another product or supplied on a
standalone base, nor is there a distinction between
the various means of supply. In particular, ‘software-
as-a-service’ (SaaS) and cloud-based software are
within the PLD’s notion of software and therefore part
of the definition of ‘product’?

Liability for defective Al is covered by the PLD to
the same extent and under the same conditions as
liability for defective software in general. As far as
Al becomes defective only post-market as a result of
further machine learning, this will typically be due
to its design and thus occurs under the control of
the manufacturer, which means the manufacturer
can still be liable for the damage caused by such
defectiveness (see Art 11(2) PLD). However, the PLD
does not fully resolve all issues that may arise with
regard to liability for Al.>6 This is in particular because
many harms typically caused by Al - such as damage

2 See, e.g., Directives (EU) 2019/770 and 771.

resulting from discrimination, manipulation, or from
the exploitation of vulnerabilities — will often not
constitute a compensable loss as defined by Art 6
PLD. Even property damage or the destruction or
corruption of data are not always covered.”

b. Software as a Component of a Product

Under the new PLD, ‘component’ means any item,
whether tangible orintangible, raw material or related
service, that is integrated into, or inter-connected
with, a product (Art 4(4) PLD). It is particularly
noteworthy that the definition includes a ‘related
service. Art 4(3) PLD explains that such a related
service is ‘a digital service that is integrated into, or
inter-connected with, a product in such a way that its
absence would prevent the product from performing
one or more of its functions. In the case of inter-
connected services, Recital 17 further clarifies that
these must be under the control of the manufacturer
of the relevant product. With regard to determining
when such a service is within the manufacturer’s
control, Art 4(5) PLD, supplemented by Recital 18
PLD, explains that this includes instances where the
manufacturer has integrated or inter-connected the
service with the product and/or supplied the service,
or where the manufacturer has consented to the
integration, inter-connection or supply by a third
party. Such consent must go beyond merely enabling
the technical possibility of such integration or inter-
connection, recommending particular brands, or not
prohibiting such related services.

c¢. Why itis Important to Differentiate Between
a.and b.

The two ways Al and other software can come under
the scope of the PLD as described above under
points a. (software as a product in its own right) and

% Recital 14 PLD goes on to explain why Art 2(2) PLD expressly excludes ‘free and open-source software’ from the Directive’s scope.
% See report of the Expert Group on Liability and New Technologies — New Technologies Formation, Liability for Artificial Intelligence and other emerging

technologies, 2019.

7 See the various restrictions in Art 6(1) PLD, including where property or data were used for professional purposes.


https://www.europarl.europa.eu/meetdocs/2014_2019/plmrep/COMMITTEES/JURI/DV/2020/01-09/AI-report_EN.pdf
https://www.europarl.europa.eu/meetdocs/2014_2019/plmrep/COMMITTEES/JURI/DV/2020/01-09/AI-report_EN.pdf

b. (software as a product component) respectively
can also be combined, ie software can also be a
component of a product that is standalone software
in and of itself.

However, it is still important to differentiate between
software as a product in its own right and software as
a product component. Where software is a product
component, there is no need to differentiate between
‘software’and’service, because even genuine services,
as far as they qualify as ‘related services, are included.
By contrast, where the question is whether software
comes under the scope of the PLD as a product in
its own right, a line needs to be drawn between
software-as-a-service (included in the scope of the
PLD) and a genuine service (not included in the scope
of the PLD).

Recitals 13 and 17 PLD respectively confirm that
software includes SaaS and cloud-based software,
but that genuine services are excluded as far as they
do not qualify as related services:

Recital 13 PLD [emphasis added]: ... In the
interest of legal certainty, it should be clarified
in this Directive that software is a product for
the purposes of applying no-fault liability,
irrespective of the mode of its supply or
usage, and therefore irrespective of whether the
software is stored on a device, accessed through a
communication network or cloud technologies, or
supplied through a software-as-a-service model.
Information is not, however, to be considered
a product, and product liability rules should
therefore not apply to the content of digital
files, such as media files or e-books or the mere
source code of software. ...

Recital 17 PLD [emphasis added]: ... While this
Directive should not apply to services as such, it
is necessary to extend no-fault liability to such
integrated or inter-connected digital services as

Il. The Concept of ‘Software’in the New PLD

they determine the safety of the product just as
much as physical or digital components. ...

This raises the question of where to draw the line
between SaaS (= product) and genuine services (=
not a product).

There is no generally recognised definition of
‘software’ as a product in the acquis. The Cyber
Resilience Act?® uses the term‘software product’ (next
to 'hardware product’) throughout, defining software
in its Art 3(4) as ‘the part of an electronic information
system which consists of computer code’ However,
the Cyber Resilience Act equally fails to clarify the
delineation between product and service.

As mentioned above,” the US Restatement (Third)
on Torts: Product Liability in its § 19(a) defines a
‘product’as ‘tangible personal property commercially
distributed for use or consumption” without taking
a clear position as to the classification of software.?
Whether the commercial distribution of an intangible
good constitutes the provision of a product depends
on whether ‘the context of [its] distribution and use
is sufficiently analogous to the distribution and use
of tangible personal property that it is appropriate to
apply the rules stated in this Restatement.'

Without clear guidance in the acquis, it is therefore
ultimately for the CJEU to decide where exactly to
draw the line, for the purposes of the PLD, between
Al and other software that constitute ‘products’ or
product ‘components’ (including related services), on
the one hand, and genuine services, on the other.

2. Software Made Available on the Market

Under the new PLD, a manufacturer (or importer)
may become liable either for placing a defective
product on the market within the meaning of Art 4(8)
PLD or for putting a defective product into service.

% Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on horizontal cybersecurity requirements for products
with digital elements and amending Regulations (EU) No 168/2013 and (EU) 2019/1020 and Directive (EU) 2020/182.

2 Suprafn 8.
30 Suprafn 6.

31 See, eg, A Lubin (fn 9) 1900: Since the Third Restatement wants to create incentives for producers to achieve optimal safety levels, ‘the Third
Restatement technically hasn't rejected the possibility of treating software as a product’
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According to Recital 26 PLD, the concept of ‘putting
into service' is relevant for products that are not
placed on the market prior to their first use, as may be
the case for products developed and manufactured
for the manufacturer’s own use (see Art 4(10)(c) PLD).

Placing, or otherwise making available, a product
on the market is therefore the standard case, while
putting into service as a residuary category is the
exception. This is why our analysis will start with the
standard case.

a. Detachment Between‘Making Available on
the Market’ and ‘Use’

The main rationale for applying defect-based product
liability for an offering placed, or otherwise made
available, on the market - instead of mere negligence
liability — seems to be the detachment between
making the offering available on the market, on the
one hand, and its consumption or use, on the other.
This detachment typically enables manufacturers to
ensure the absence of defects upfront.

It may be particularly difficult to decide whether such
detachment exists in the case of software, which can
change iteratively through updates or continuously
through machine learning. Significant parts of
software may also be run on external cloud servers
under the provider’s continuing control. However,
pending clarification by the CJEU, ELI tentatively
takes the following view:

As in the tangible world, the distinction between a
product and a service should depend primarily on
who uses the software under their own authority.
When a party releases software for use by others, just
as tangible goods are sold for their buyers to use, the
software should be considered a product. Conversely,
when a party uses software merely in support of
providing a service to others, with the service element
dominating the output, then the latter should be
considered a service. This includes examples like tax
advisers who may use a calculator to determine tax
amounts for their clients, or lawyers writing their
briefs with word processing software or even drafting
parts of them with the help of generative Al.

In the case of software, it may not be as clear-cut
as in the tangible world to determine who is using
it. For instance, when individuals use a chatbot on
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a provider’s server to generate content by entering
prompts, who is the party using the chatbot: the
provider or the individuals? ELI tentatively holds that
this question should be answered similarly to how
we would answer it in the tangible world, where we
differentiate between a distributor selling a defective
vehicle to a new owner and a taxi company using a
defective vehicle to transport passengers.

b. Possible Criteria for Deciding Who is the
Primary User of Software

The first criterion to consider is who decides to use
exactly the software at hand for a given purpose,
instead of alternative means. When | call a taxi, the
choice of the concrete vehicle usually lies with the
company. When | use my privately owned vehicle
instead, that choice lies with me. Similarly, when
individuals use a chatbot on their devices to find
a good nearby restaurant, it is them who decide to
find a restaurant that way instead of by other means.
However, when individuals search for top-rated
restaurants in a particular area using a provider that
rates restaurants, and that provider uses a chatbot in
the background, the use of the chatbot is the choice
of the provider.

The second criterion is who determines the exact
timing, frequency and other circumstances of
activating the software, and the third and related
criterion is who feeds prompts, commands, or other
input data into the software. If one drives one’s own
car, one starts the engine and turns the steering
wheel, and one can do so whenever one likes.
However, when one takes a taxi, the company and its
driver do so, and one relies on their willingness and
availability. Similarly, if a bank can feed the personal
data of customers seeking credit into a credit scoring
system and can do so 24/7 at their sole discretion, it
indicates that the bank uses the software. However,
if the bank sends their customers’ personal data to
another company for calculating a credit score, with
the bank depending on service hours having to filter
personal data before feeding it into the relevant
software, this indicates that the other company is the
software’s user.

A fourth criterion is who primarily exercises human
oversight and assessment of the software’s output.
When one drives one’s own car, one will be the first
to make sure that one has arrived at one’s destination



after stopping the engine. However, if one orders
a taxi, the taxi driver will be the first to verify this
(notwithstanding the fact that the passenger will
normally check again before paying the bill). Similarly,
when individuals use a navigation tool to find the best
way to a given destination, they will be the first to
confirm whether the recommendation makes sense.
However, when individuals ask for the best train
connection at the service desk of a railway company,
it will be the employee of the railway company who is
expected to ensure that the output is accurate.

llustrations

An autonomous vehicle manufactured by M is
sold by retailer R to user U. The vehicle causes an
accident, severely injuring U as well as innocent
bystander B. U is the user of the system. For the
purposes of determining M's and R’s liability,
the vehicle is clearly a product.

M manufactures an autonomous vehicle and
sells it to fleet operator F, who provides self-
driving taxi services to customer C. The vehicle
causes an accident, severely injuring C and
innocent bystander B. F is the user of the
product. To determine M’s liability, the vehicle is
a product. For determining F’s liability, providing
mobility to Ciis a service.

The medical Al system developed by provider
P is used by hospital H to detect cancer. The
system incorrectly classifies the tissue of patient
C as being cancer-free, which results in delayed
treatment and the subsequent death of C. H is
the user of the medical Al. For determining P’s
liability, the Al is a product. For determining H's
liability, interpreting the output is a service.

An Al-driven melanoma detection application
developed and distributed by provider P allows
individuals to upload pictures of their skin to
receive automated advice about whether they
should see a physician. C uploads such an image
of her skin and receives the false response of

32 Ris a distributor within the meaning of Art 8(3) PLD.
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the app that she does not need to worry, even
though she is actually suffering from skin cancer.
C is the user of the application. For determining
P’s liability as the software developer, the app is
a product.

C uses a companion chatbot run by provider P
to combat loneliness and to get advice about a
variety of issues. The chatbot strongly suggests
thatsuicideisasolutionto C's problems, resulting
in C's attempted suicide and severe injuries. C is
the user of the chatbot. To determine P’s liability,
the chatbot is a product.

An Al-driven content moderation system
developed and run by P for providing its social
media services determines the type and order of
content displayed to C. The software filters only
negative posts to C's feed, who consequently
develops depression and subsequently attempts
suicide. To determine P’s liability as a platform
provider, content moderation, as an integral part
of a broader set of platform functionalities, may
be considered a service.However, as P developed
the content moderation software itself, P can
still be liable as a manufacturer of that system
according to the principles explained below
under I1.3.

c. The Special Case of Mere Information
According to Recitals 13 and 16 PLD, mere information
or data as such do not qualify as software and
therefore not as products in their own right, which
also extends to the mere source code of software.
Recital 17 clarifies that this, again, does not apply to
the supply of data that falls within the definition of
related services.

Recital 13 PLD:"... Information is not, however,
to be considered a product, and product liability
rules should therefore not apply to the content
of digital files, such as media files or e-books or
the mere source code of software. ...
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Recital 16 PLD:"... Whereas digital files as such are
not products within the scope of this Directive,
digital manufacturing files, which contain the
functional information necessary to produce
a tangible item .... should be considered to be
products ...

Recital 17 PLD:"... Examples of related services
include the continuous supply of traffic datain a
navigation system, ...

In the famous Krone judgment,® the CJEU refused
to apply product liability in a case where harmful
advice was merely communicated by a newspaper. In
the context of the use of Al and other software, an
analogy would be where information that has been
fed into the system is simply displayed by that system,
as opposed to information generated in the course of
the system’s specific functionalities.

Illustrations

7. An Al-driven content moderation system
determines which posts are shown to users on
a social media platform that has designed and
developed the system itself. Among the posts
displayed to U when searching for possible
treatments of a skin disease is an old home
remedy for a horseradish poultice recommended
for such symptoms. Due to a typo made by the
person posting the recipe, the application time
is listed as eight hours instead of eight minutes.
U follows the instruction and suffers from serious
skin irritation. This is content merely displayed
by the Al system in unamended form and should
benefit from the same privileges as content
published in a book or other printed media.

Same facts as in Illustration 7, but the Al system
not only determines which posts are shown to
users but also generates posts based on user
preferences. As U has demonstrated interest in
old home remedies against skin diseases, the
Al system generates, from a variety of sources,
a recipe for a horseradish poultice with an

3 CJEU 10 June 2021, C-65/20, VI v KRONE-Verlag, ECLI:EU:C:2021:471.
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application time of eight hours. In this case,
the specific functionality of the Al system has
caused the injury, so the privilege does not
apply, making the platform provider liable as the
manufacturer of the defective Al system.

Same facts as in lllustration 7, but the Al system
filters only the recipe with the wrong (excessive)
duration of treatment, even though there are
multiple postings of the same recipe with
the correct time, because the Al system was
(erroneously) trained over time to merely show
optionswiththelongest possible treatment time.
Here, the Al did not generate the information (as
in Illustration 8), but its algorithm made fatal
choices when falsely selecting among multiple
sources of information. In this case, again, it is a
(different, but still) specific functionality of the Al
system that caused the injury.

This delineation would also help avoid any frictions
between the PLD and the exemptions from liability
under Chapter Il of the DSA, as those exemptions
can only extend to the display of content that is, eg,
hosted by a social media provider, but not to the
functionalities of the social media platform itself.

3. Software Putinto Service

Where software is not placed, or otherwise made
available, on the market, but only ‘put into service,
the criteria may have to be modified.

Where software falls under this category because
it was developed for its developer’s own use (see
Art 4(10)(c) PLD), the criteria explained above under
point 2 do not have to be applied because there is
no ambiguity as to the identity of the actor using the
software. In this scenario, where the developer uses
defective software for providing a service to others
who then suffer harm as a result of that service, the
more difficult question is whether the fact that the
software is defective is absorbed by the fact that the
whole arrangement is qualified as a service.



In this context, it may be helpful to recall the CJEU’s
ruling in Veedfald>* In this case, the Court, inter alia,
had to decide whether the defective perfusion fluid
- produced by (a hospital of) the same healthcare
provider who(se other hospital) was about to provide
a medical service to Mr Veedfald - had been put into
circulation at all (since it was merely used internally
without any marketing step in between). The Court
answered in the affirmative, a result which was
transposed into the new PLD via the definition of
‘putting into service'in Art 4(9) (‘first use of a product
...inthe course of acommercial activity ... that ... has
not been placed on the market prior to its first use’) in
combination with the definition of the manufacturer
in Art4(10)(c) PLD (‘who ... manufactures... a product
for their own use’).3*> The new PLD also emphasises
that this must happen in the context of a‘commercial
activity, which - as Recital 26 PLD further explains -
does not necessarily require some payment in return,
as long as‘that mode of supply ... has an economic or
business character’.

If one extends this ruling to software, it would mean
that defective software developed by a service
provider for its own use (or by a party attributable to
the service provider via Art 4(10)(b) or (c) PLD) would
still make that service provider potentially liable
under the PLD, but in its role as the ‘manufacturer’ of
the defective software.

An obvious issue, which is for the CJEU to clarify, is
whether Veedfald can be applied where the software
is closely interwoven with the genuine service, or
whether that would mean crossing the line between
product and service. In this context, the question
whether the subsequent victim was directly exposed
to the risk associated specifically with that software
might become relevant, beyond being relevant in the
context of causation (on which see below IV.3).

34 Suprainand at fn 2.
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3 Recital 26 PLD gives the examples of ‘lifts, machinery or medical devices’ that may cause harm even though they are only used internally by the

manufacturer itself.
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lll. Routes in which Social Media, Chatbots and Similar
Offerings Can Come Under the Scope of the PLD

In the light of what has been stated so far, we now
turn to the initial question of whether social media,
Al chatbots, and similar digital consumer offerings
can come under the scope of the PLD where they
cause harm such as addiction, depression, or even
suicide. It transpires that there are three potential
routes for bringing them within that scope.

1. Is the Digital Offering Itself ‘Software’ Made
Available on the Market?

First and most obviously, social media, chatbots
and similar consumer offerings can come under
the scope of the PLD if those offerings themselves
can be qualified as‘software’ within the meaning of
Art 4(1) PLD, and if they are made available on the
market within the meaning of Art 4(7) PLD by their
respective provider.

For digital consumer offerings to be qualified as
‘software’ within the meaning of Art 4(1) PLD, they
do not have to be supplied by way of download
onto the consumer’s device, but they must not
be qualified as genuine services (see above point
[1.2). Pending a preliminary ruling by the CJEU, ELI
tentatively proposes that the distinction should
turn on whether (a) the provider makes software
available as a tool for end users or (b) uses software
to deliver a service - which could include certain
outputs or functionalities of the software. In order
to decide who primarily uses the software, the
following four criteria could be applied:

1. Who decides to use exactly the software at
hand for a given purpose, instead of alternative
means?

2. Who determines the exact timing, frequency
and other circumstances of putting the software
into service?

3. Who feeds prompts or enters commands or
other input data into the software?

4. Who primarily exercises human oversight and
assessment of the software’s output?

According to these criteria, qualification as ‘software’
within the meaning of Art 4(1) PLD that is made
available on the market to consumers would be
justified, eg, where an Al chatbot (that turns out to
be defective) is provided to consumers for use (see
supra lllustrations 5 and 8). This applies, for example,
to chatbots made available online for processing user
input into a requested output.®

2. Is’‘Software’ Used in the Background for
Providing the Digital Offering?

Even if the digital offering itself does not qualify as
software that is placed, or otherwise made available,
on the market for use by consumers, but rather
constitutes a genuine service, it may still come under
the scope of the new PLD under the Veedfald doctrine
(see above point 11.3).

This does not mean that the provider of the genuine
service becomes liable under the PLD qua its
position as a service provider®” but only where it
has developed and produced the defective software
as a manufacturer for its own use (Art 4(10)(c) PLD).
This could mean that the provider of a social media

3 While the range of scenarios where this leads to losses of the kind foreseen by Art 6(1) PLD may be narrow, one can still think of cases where the
Al output causes ‘medically recognised damage to psychological health’ (Art 6(1)(a) PLD), or where the Al is asked to develop firmware which is
subsequently installed in hardware that is not used exclusively for professional purposes (cf Art 6(1)(b)(iii) PLD), and which then triggers damage to

that hardware.

37 CJEU 21 December 2011, C-495/10, CHU Besangon v Dutrueux and CPAM du Jura, ECLI:EU:C:2011:869 (no product liability of the hospital for a defective
heated mattress used during surgery if the mattress had been manufactured by a third party).
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platform that uses a defective content moderation
system causing relevant harm may become liable
where the system was developed by, or at least on
behalf of, the provider and put into service by the
provider (see supra lllustrations 6 and 9).

As has been pointed out, however, it is by no means
clear that the Veedfald doctrine can be applied to
situations where the software is closely interwoven
with the genuine service. The CJEU, if confronted
with the matter, might well deviate from Veedfald or
distinguish Veedfald, e.g. find that applying Veedfald
to a content moderation algorithm would mean
crossing the line between product and service.

3. Is the Digital Offering a Service Related to
‘Software’ as a Product?

Finally, even where the digital offering as such
qualifies as a genuine service, and no defective
software can be identified that leads to liability under
the Veedfald doctrine, we may still consider whether
the digital offering qualifies as a related service (see
above point I.1.b). Many digital offerings include
core components that clearly qualify as software
placed on the market and thus as products (for
example, an app required or recommended to access
the service). The residual service accessed (in some
instances exclusively) via the app may, in some cases,
be characterised as a related service to that product
within the meaning of Art 4(3) PLD.

A key question ultimately for the CJEU is whether
such a characterisation may be too far-fetched and
whether, in substance, it is really the software (such
as the app) that caused the harm.
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IV. Further Key Issues to be Solved

1. Types of Damage Covered

The fact that, in a given case, software is considered
a product and has been placed on the market or
put into service does not mean the manufacturer
is obliged to compensate for any damage caused
by the software. For that to be the case, the injured
party must be a natural person (Art 5(1) PLD), and
there must be damage within the meaning of Art 6
PLD. Strict producer liability does not encompass all
harmful consequences of product defectiveness, but
only harm to specified categories of interests.

The first such category is life and health. Thus,
compensable damage under the product liability
regime includes death and personal injury. In this
regard, one important clarification was introduced:
that personal injury includes ‘medically recognised
damage to psychological health’ This should be read
not as an expansion of compensability but rather as a
clarification, which may even result in a narrowing of
scope compared to the general concept of damage
in national law. This follows especially from Recital 21,
which elaborates on ‘medically recognised damage’
as 'medically recognised and medically certified
damage to psychological health that affects the
victim’'s general state of health and could require
therapy or medical treatment, taking into account,
inter alia, the International Classification of Diseases
of the World Health Organisation. Therefore, not every
deterioration of the injured person’s psychological
well-being will constitute damage within the
meaning of the product liability rules, even if it would
qualify as such under national law.

The second category of protected interests is
property, either used solely for private purposes or
for both private and professional use (mixed-purpose
property). Property used exclusively for professional
purposes is excluded from compensation (Art 6(1)(b)

(iii) PLD), and the burden of proof in this regard is on
the defendant. The limitation to damage to property
means that pure economic loss is not compensable.

The third category is data that are not used for
professional purposes (Art 6(1)(c) PLD); however, it is
protected only against destruction and corruption,
and not against disclosure, copying or unauthorised
access. Furthermore, such damage is only recoverable
if the data was only used privately, whereas dual-use
cases are excluded.®®

As regards the types of loss that are subject to
compensation, Art6(2) PLD providesforcompensation
for economic loss arising from violations of
the interests described above, and mandates
compensation for non-economic loss arising from
those violations insofar as such loss is compensable
under national law in other liability regimes. The
quantification of loss, including the determination
of the amount of monetary compensation for non-
economic damage, is a matter for national law.

2. Defectiveness of the Software

A key element of the product liability system is the
concept of product defect. The manufacturer is not
liable for all damage caused by the product, but
only for harm resulting from product defects. Thus,
the software developer is not liable for all negative
consequences of the software’s operation, but only
for those which are causally related to the defect
in the software. As to the point in time relevant for
assessing defectiveness, it is not always the time
when the product was placed on the market or put
into service, but also, if the manufacturer retains
control over the product, which is often the case with
software, the moment when the product leaves that
control (Art 7(2)(e) PLD).*

3 Unlike Art 6(1)(b)(iii) PLD, which excludes the compensability of ‘property used exclusively for professional purposes’ [emphasis added], Art 6(1)(c)
PLD only applies to data ‘not used for professional purposes’ without the limitation of ‘exclusively"
3 See G Wagner ‘Next Generation EU Product Liability — For Digital and Other Products; (2024) 15(2) Journal of European Tort Law, 188 (2024).



a. Legitimate Safety Expectations as the
Benchmark

The definition of defect in EU product liability law,
since its introduction in 1985, is based on the concept
of legitimate expectations of safety. A product is
defective when it fails to provide the safety that a
person is entitled to expect (Art 7(1) PLD). The new
PLD adds that a defect may also consist in the fact
that the product fails to provide the safety required
under Union or national law. This may make it easier
for victims to prove this condition of liability should
there be specific legal requirements regarding
software safety.

First, note that the criterion for evaluating product
defectiveness is based on expectations regarding its
safety, rather than its quality in the sense of usefulness
(ie its ability to serve the intended purpose), with
one exception noted below. Such an understanding
of defectiveness is closely linked to the Directive’s
limitation of the types of compensable damage. The
cause of harm lies in a lack of safety with respect
to the interests protected, that is, in the existence
of a threat to persons, property or integrity of data
resulting from the product’s characteristics. If the
cause of liability were also the absence of specific
utility characteristics of the product, it would open
the door to compensating economic loss other than
damage to property, including pure economic loss.

The essential notion of a defect as ‘the lack of safety
that a person is entitled to expect’ refers to an
objective standard of expectation. This objectification
is emphasised in Recital 30 PLD, which explains that
‘the assessment of defectiveness should involve an
objective analysis of the safety that the public at
large is entitled to expect and not refer to the safety
that any particular person is entitled to expect.
The objectification of the concept of defectiveness
is not complete, however. The new PLD requires
consideration of ‘the specific needs of the group of
users for whose use the product is intended’ (Art 7(2)

IV. Further Key Issues to be Solved

(h) PLD). This refers to children, the elderly, or other
vulnerable groups. The product dedicated to these
users should provide a higher level of safety than a
product intended for the average person, and this
may play a role in assessing the defectiveness of
software products intended for use by minors.

b. Circumstances to be Considered in Particular

The definition of defect has been refined to facilitate
its application to software products and products with
software components. To this end, the catalogue of
circumstances to be considered has been expanded
to include phenomena such as machine learning,
the networked nature of products (i.e., their impact
on one another), cybersecurity, and specific product
features intended to prevent harm*.

Al systems can adjust their operation based on
information obtained after being handed over to
the user and no longer under the manufacturer’s
control. Art 7(2)(c) PLD, requiring the consideration of
‘the effect on the product of any ability to continue
to learn or acquire new features after it is placed
on the market or put into service, means that if the
dangerous characteristic arose because the product
was designed to learn and evolve, this potentially
hazardous ability could be considered a defect,* and
the manufacturer cannot rely on Art 11(1)(c) PLD and
argue that the defectiveness that caused the damage
did not exist when the product was placed on the
market or put into service (see Recital 32 PLD).

Software or software-dependent products often
perform their functions by connecting to other
products, exchanging information, and reacting to
their operation. Art 7(2)(d) PLD requires consideration
of ‘the reasonably foreseeable effect on the product
of other products that can be expected to be used
together with the product, including by means of
interconnection. This opens the door to assessing not
only the product’s safety in isolation but also its safety
within a package or network, including protection

40 Which reflects the CJEU views in its ruling of 5 March 2015, joined Cases C-503/13 and C-504/13, Boston Scientific Medizintechnik GmbH v AOK Sachsen-

Anhalt and Betriebskrankenkasse RWE, ECLI:EU:C:2015:148.

41 See P Hacker, 'The European Al liability directives — Critique of a half-hearted approach and lessons for the future’ (2023) 51 Computer Law & Security

Review, 14.
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against the negative influence of other software
or devices on its properties, including corrupt
data. Art 7(2)(f) PLD makes it clear that a product’s
vulnerability to cyber-threats may be considered a
defect, at least when it results from failure to meet
cybersecurity requirements. Recital 32 PLD confirms
this. The significance of this provision is revealed in
connection with Art 11(2)(c) PLD. The manufacturer
is generally not liable for defects that arise after the
product has been placed on the market. However, as
long as the product remains within the manufacturer’s
control, they are liable, among other things, for ‘a
lack of software updates or upgrades necessary to
maintain safety. This provision is linked to the Cyber
Resilience Act, which sets out the manufacturer’s
obligations to provide security updates.*?

Another important clarification concerns the
relevance of safety warnings. Although the issue
of warnings about a product’s risks is not entirely
resolved in the PLD, its Recital 31 states that‘warnings
or other information provided with a product cannot
be considered sufficient to make an otherwise
defective product safe, since defectiveness should be
determined by reference to the safety that the public
at large is entitled to expect. Therefore, liability under
this Directive cannot be avoided simply by listing all
conceivable side effects of a product!

c. Applying the Notion of Defectiveness

Building the concept of defectiveness on the general
criterion of legitimate expectations has the advantage
of flexibility, which allows it to be applied to any
product and its various features. However, it results in
limited predictability in cases thatare notimmediately
apparent, and most software-related damage cases
fall into this category. The reluctance of the European
lawmaker to introduce any narrower categories
or definitions of defects (such as manufacturing,
design and warning defects, as distinguished under
US law) means that determining the level of safety
required of a product, and consequently establishing
the manufacturer’s liability, remains almost entirely

42 See Recital 31 of the Cybersecurity Act.

in the hands of the courts. The CJEU will be able
to interpret the definition in Art 7 PLD, but will not
directly interfere with its application in specific
factual circumstances. It will therefore be for the
national courts to decide whether the general public
(or a specific group of users for whom the product is
intended) is entitled to expect that the chatbot will not
encourage or provide advice on committing suicide
(see Illustration 5), whether an application assessing
skin lesions or a system examining tissue with lesions
should be free from the risk of error (see lllustrations 3
and 4), and whether a content moderation algorithm
should not interfere with the stream of posts, or
perhaps interfere in such a way as to limit those that
are potentially harmful (see lllustrations 6 and 9);
assuming, of course, that these are products available
on the market or put into service.

Whether it is helpful (and indeed permitted) to
make such an assessment by comparing the risks
and benefits of a product, or the benefits and costs
associated with increasing its safety level, has been,
and will remain, a matter of dispute until the CJEU
resolves this issue.

The definition of defectiveness adopted in Art 7(1)
PLD does not require any examination of the code
used to create the software or comparison with
a hypothetical or actual ‘correct code, because it
allows the focus to be placed on the characteristics
of the software as manifested in its operation, which
becomes even more relevant when considering
machine learning. It may therefore be interpreted as
meaning that, in order to establish defectiveness, it is
not necessary to examine whether the software could
have been developed in an alternative way so as not
to pose a risk, but only whether such a risk exists and
whether it can reasonably be expected not to exist.
This concept, however, must be applied with caution.
Whereas defectiveness in traditional products can
be considered an atypical occurrence, an exception,
errors and imperfections that may affect software
functioning seem to be a constant and, to a large
extent, unavoidable phenomenon.® It is particularly

4 See BA Koch, ‘Product Liability 2.0 - Mere Update or New Version?'in S Lohsse, R Schulze, D Staudenmayer (eds), Liability for Artificial Intelligence and

the Internet of Things (Nomos 2019) 107 ff.



important to note that the mere fact that the product
caused damage does not necessarily equate to
defectiveness, because the appropriate standard is
not absolute safety but rather the level of safety that
the public at large is entitled to expect.** It will be
necessary to determine the threshold for legitimate
safety expectations, a task that will be particularly
difficult given the rapid pace of technological
progress.*

d. Burden of Proving Defectiveness

As a rule, the burden of proving defectiveness lies with
the claimant (Art 10(1) PLD). There are exceptions, and
some of them may prove important in software-related
litigation. First, under Art 10(2)(a) PLD, a presumption of
defectiveness may serve as a sanction for the defendant’s
failure to disclose evidence despite a court order under
Art 9(1) PLD. Second, Art 10(1)(c) PLD introduces a
presumption of defectiveness, applied in the case of ‘an
obvious malfunction of the product during reasonably
foreseeable use or under ordinary circumstances.
It requires, however, some initial understanding of
what the product should never do. In some software-
related damage cases, where proper and improper
modes of operation can be clearly distinguished, it will
undoubtedly help the victim. Third, Art 10(4) PLD allows
the court to presume the defectiveness of the product
if, despite the disclosure of evidence and taking into
account all the relevant circumstances of the case, the
claimant faces excessive difficulties (in particular due
to technical or scientific complexity) in proving it, but
demonstrates that it s likely that the product is defective.

3. Causation

Producers’ liability applies only to damage caused
by a product defect. It is therefore essential for
establishing liability not only that the product
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is defective, but that this very defect caused the
damage at stake. It does not suffice, however, to
establish objective causality (factual causation),
understood as the event being a necessary condition
for the damage. The required causal link must have
an additional characteristic, and national laws differ
in this respect.* EU law does not define the required
causal link and allows Member States to apply their
national concepts of legal causation - ‘adequacy’ of
the consequence, its foreseeability, directness, etc -
as long as it does not hinder ‘the effectiveness of the
system of liability introduced by that directive’*

What is crucial here is that the damage suffered by
the injured party must be caused by the product
and be a consequence of its characteristics deemed
to be a defect. This is particularly significant in more
complex scenarios where, although software may be
considered a product, it was used to provide a service,
and it was not a defect in the software but the manner
in which the service was provided that caused the
damage. Not only is the standard of proof applied
for establishing causation a matter of Member States’
laws, which can already lead to diverging outcomes
depending upon where the action is filed, but it is
also national law which determines to what extent
alternative or cumulative causation may trigger
liability under the PLD, and there are significant
differences throughout the EU in this regard.*®

These challenges arise, for example, in cases where
an already established defect of the software may
have caused the harm, but it may also have been an
(equally proven) flaw of the hardware on which the
software was installed, without any possibility to
ultimately decide which one truly caused the loss (cf
the facts of lllustration 4 supra). In many instances,
software causes risks that are ‘intermediated; ie the
harm is directly caused by the decision of the victim
or a third party, but that decision was instigated

4 See G Wagner, ‘Produkthaftung fiir autonome Systeme’ (2017) 6 Archiv fiir die civilistische Praxis, 728 ff.

4 See JS Borghetti,'How can Artificial Intelligence be Defective?’in S Lohsse, R Schulze, D Staudenmayer (fn 43) 67 ff; P Hacker (fn 41) 15 ff.

4 See e.g. E Karner, BA Koch, MA Geistfeld, Comparative Law Study on Civil Liability for Artificial Intelligence (2021) 20 ff, https://op.europa.eu/en/
publication-detail/-/publication/8a32ccc3-0f83-11ec-9151-01aa75ed71al/language-en.

4 CJEU 21 June 2017, C-621/15, N.W. et al v Sanofi Pasteur et al, ECLI:EU:C:2017:484.
4 See | Gilead, M Green, BA Koch, ‘Causal Uncertainty and Proportional Liability: Analytical and Comparative Report; in | Gilead, M Green, BA Koch (eds),
Proportional Liability: Analytical and Comparative Perspectives (De Gruyter 2013) 1 (22 ff).
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by the software.* For example, the output of an Al
system may have suggested to the user to commit
suicide, but it was ultimately the latter’s own act of
doing so (which — to make it even more complicated
- may have been supported by contributing factors
external to the Al system, such as real-world bullying).
None of this is addressed by the harmonised rules of
the (old and new) PLD, which means this is left for the
Member States to decide.

However, two presumptions of the new PLD ease the
burden of proof on theinjured party in all jurisdictions
concerned, and both may apply to damage caused by
software.Under Art 10(3) PLD, a causal linkis presumed
if the defect is established and the damage caused is
of a kind typically consistent with it. Article 10(4) PLD,
in turn, allows the court to presume the causation if,
despite the disclosure of evidence and taking into
account all the relevant circumstances of the case,
the claimant faces excessive difficulties (in particular
due to technical or scientific complexity) in proving
it, but demonstrates that it is likely that the damage
is a result of the defect. The second presumption may
be useful in cases of defective medical Al systems or
cases where defective software is merely one element
in a chain of events occurring in a digital environment
(and therefore difficult for the victim to ascertain),
which ultimately may have led to the damage.

4 See eg Guiding Principle 13 of the ‘Guiding Principles for safety and liability with regard to software; included in C Wendehorst, Y Duller, Safety and
Liability Related Aspects of Software (2020), 13 f, https://digital-strategy.ec.europa.eu/en/library/study-safety-and-liability-related-aspects-software.
According to this Guiding Principle 13, the way another person foreseeably reacts to the software is part of the operation of that software and must
be considered for the relevant concepts of safety and liability, which includes, eg, recommender systems and any foreseeable automation bias.
However, such intermediated risks as are not created by the functionality of software, but merely by content displayed (such as by recommendations
given in a video or e-book) should not be covered by safety and liability regimes.
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