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Current “hot” topics we are actively addressing

Cyber

Challenge

U

Market Sustainability

(E.g., Services, exchange with policy makers, claims management)

Silent Cyber

(E.g., awareness, transparency and affirmative cyber potential)

Coverage and Wording trends
(E.g., System Failure, CBI)

Accumulation and Systemic Risk
(E.g., Vendor models, Insurability and exclusions)

Cyber War
(E.g., LMA Cyber Working Group, Pool Solutions)

Technology and Insurance
(E.g., Cyber Underwriting Tool, Data Analytics)

Threats and vulnerabilities
(E.g., Monitoring of Ransomware and Covid-19 impacts, supply chain risks)
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Cyber “War” ?
2017 with a wakeup call
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Traditional war exclusions
Existing challenges

consequence of war acts of foreign enemies, hostilities
“the kinetic debate” “the grey area / the attribution debate”

(whether war be decjared or not), civil war, rebellion, revolution,
insurrection, milj,taf'y or usurped power or confiscation or
nationalisationOr requisition or destruction of or damage to
property by'br under the order of any government or public or
local authonty, except that this exclusion shall not apply to cyber

tertbrism
declared not apply to cyber terrorism
“declared war is rare” “can we drive a truck through this carveback?”

CyberRisk

Source: NetDilligence Cyber War & Terrorism Webinar; March 22-25, 2021
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Traditional war exclusions Munich RE =
Existing challenges

.ﬁ No standard or industry alignment so far (“whether declared

H 13

or not’, “watrlike operations”, “kinetic war”)

« Ambiguous with respect to what is considered war in the Cyber context
and what shall be considered State-sponsored (Attribution is challenging)

N\ Carveback for “Cyber Terrorism” — a means to write

back everything?

HCA
Non-malicious cyber Cyber crime Cyber terrorism (State-sponsored cyberattacks) Cyber war
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Cyber war exclusions Munich RE =
Conclusions

Clarity is key for insured and insurer. Insured must know at every stage what is covered and what
o not. Insurer wants to offer risk adequate coverage without threatening the balance sheet

Find solutions on critical aspects such as attribution or collateral damage in dialogue
with all stakeholders (Clients, NGOs, Regulatory and Governmental bodies)

'\ Actively consider state involvement and alternative markets for events that go beyond
insurability

Munich Re is committed to remaining actively engaged with various stakeholders. As the leading reinsurer in cyber, this is not
to promote one standard approach, but rather to have a voice to what may become a widely adopted solution for the pressing
challenge of Cyber War
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Thank you very much for
your attention!
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